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Ricardo delivers world class strategy, engineering &
technology to government and industry

Our ambition is to be the world’s pre-eminent organisation focused on the development and
application of solutions to meet the challenges within the markets of Transport & Security,
Energy, and Scarce Natural Resources & Waste.
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Megatrends drive three interlinked challenges that drive safe automation and connectivity
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Automation is critical to support EU target to reduce road fatalities 50% by
2020*

Improve Vehicle Systems Improve Vehicle Cooperation/Management
Driver information :
Semi-autonomous control Autonomous/Automated Control

e Enhanced driver * Improved vehicle system management o Complete vehicle management
feedback and integration integration
* In cab and off * Sensing and control * Sensing and actuator control
cab  Terrain topography e V2 and V2V comms
o HMI & V2 » V2| topography » Autonomous control and strategy
comms

Source: Towards a European road safety area: policy orientations on road safety 2011-202 COM(2010) 389 final
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But what happens if these systems are exploited? |R

Hackers are holding San Francisco's light-rail
system for ransom
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“Trustworthiness of ADAS systems is
critical for consumers, and further
adoption of autonomy will build on
our trust in them.”
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https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Partnerships are essential to ensure digital resilience

5StarS\—"

Automotive Cybersecurity through Assurance The 5StarS consortium is aiming

to develop a consumer rating

framework like Euro NCAP's

vehicle safety ratings, that will
give UK consumers transparency
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5 StarS delivers a qualitative assessment of vehicle cyber resilience
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UK Department for Transportation Cyber Security Principles for CAV

Assessment

criteria

System lifecycle DfT Key Principles

Criteria corresponding

criteria | 5 | NECE audit of Cyber Security
requirements for CAV 7 \
s Cybersecurity il Within each
Governance and ] === of the 8 1 Organisational security is owned, governed and promoted at board level
LA Criteria corresponding ] I principles
to all ISO/SAE 21434 \ A
® Product ; . .
Development requirements ‘=mm | T Security risks are assessed and managed appropriately and
Ll e proportionately, including those specific to the supply chain
* Production,
Operations, ‘ ———————
Maintenance and . ! L L
Decommissioning i::::_’;as additional ‘\ -3 L;: ":I_I: Organisations need product aftercare and incident response to ensure
systems are secure over their lifetime
4 ] \ | [a=E, Level 3
[ ] Score - . . . . .
4 All organisations, including sub-contractors, suppliers and potential third
. S parties work together to enhance the security of the system

Vulnerability | 5
asic

Assessment ) . ‘
— 5 Systems are designed using a defence-in-depth approach
® Design raview
|_» Medium ) ) o

* Vulnerability 6 The security of all software is managed throughout its lifetime

analysis
e Penetration Hl L )

testing |, High 7 The storage and transmission of data is secure and can be controlled

The system is designed to be resilient to attacks and respond appropriately
when its defences or sensors fail.
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Roke IR

Digital Resilience Partnership

Roke and Ricardo bring together 160 years
of innovative engineering experience to
offer a new approach to cyber security
across transport systems and the critical
national infrastructure which enables the
design and development of systems which
are “secure by design”.
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Our objective is to develop methodologies
against which the digital resilience of a
vehicle can be assessed, measured and
assured against globally recognised metrics,
enabling trusted ‘secure-by-design’ systems. -
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