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Please Note…

This webinar and the engagement tools will be recorded.

An archive will be available on the event website. 

https://www.nist.gov/itl/applied-cybersecurity/nice/events/webinars
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Welcome and Opening Remarks

Marian Merritt
Deputy Director of NICE/FISSEA Lead

National Institute of Standards and Technology

Brooke Crisp
FISSEA Co-Chair



#FISSEA

Get Involved

Subscribe to the FISSEA Mailing List 
FISSEAUpdates+subscribe@list.nist.gov 

Volunteer for the Planning Committee
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-
planning-committee

Serve on the Contest or Award Committees
Email fissea@nist.gov 

Submit a presentation proposal for a future FISSEA Forum 
https://www.surveymonkey.com/r/fisseacallforpresentations

mailto:FISSEAUpdates+subscribe@list.nist.gov
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
mailto:fissea@nist.gov
https://www.surveymonkey.com/r/fisseacallforpresentations
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Jessica Gulick
CEO & Founder 

Katzcy and PlayCyber

Cyber Esports: Training High Performing Teams



Jessica Gulick 
Founder, PlayCyber

Commissioner, US Cyber Team 

GET IN THE GAME.

2023 (C)  Copyright Katzcy LLC. 



JESSICA GULICK
P l a y C y b e r  C E O

• Founded PlayCyber 2019 - today engages over 8K players across 50+ 

countries annually, includes global cyber leagues, Wicked6, US Cyber Games, 

Global Cyber Games, Charity Cyber Battle and more

• Commissioned 1st ever US Cyber Team and Women’s Team

• Founded Katzcy in 2015 - today operates $1M+ in annual business, provides 

growth consulting to cyber firms 

• Captured $2.5B in opportunities as an expert cyber team of 34

• Directed the first Maryland Cyber Conference & Challenge

• Co-authored a number of NIST Special Publications

• MBA from Virginia Tech

CYBER MARKET EXPERT, CYBERSECURITY EXPERT, CYBER ESPORT 
VISIONARY. COMMUNITY AND MARKETING GURU, CISSP, MBA

MISSION: 
CREATE A 

GLOBAL 

CYBER 

ESPORT



ADVANCING THE CYBER WORKFORCE
C Y B E R  G A M E S  |  C O M P E T I T I O N S  |  E S P O R T S  |  E V E N T S  |  M A R K E T I N G

K a t z c y  i s  a  c o m m u n i t y  o f  b r a n d s  t h a t  p r o m o t e s ,  s u p p o r t s ,  a n d  

a d v o c a t e s  f o r  c y b e r s e c u r i t y  w o r k f o r c e  g r o w t h  a n d  d i v e r s i f i c a t i o n  

Diversity and Inclusion 
Creates a Competitive 
Advantage

Collaboration is Key to 
Making an Impact

Passion Drives Positive 
Change

High-Performing Teams 
Makes the Impossible Possible

Competition Drives 
Proficiencies

Advancing the Cyber Workforce 
Protects Our Future



• Delivers an engaging and immersive learning experience  
• Fosters mental resilience and endurance  
• Instills teamwork and leadership skills in high-pressure scenarios  
• Offers a secure environment to experiment and gain insights into 

the mechanics of an attack  
• Enhances confidence and skill development  

Interestingly, 94% of women executives in C-suite positions have a 
background in sports.

GET IN THE GAME.

THE POWER OF SPORTS

2023 (C)  Copyright Katzcy LLC. 



A LIFELONG              FOR THE GAMES

Inspiring K-12 Igniting 18-25 Sharpening 25 -35 Reinvigorating 35+

GET IN THE GAME.
2023 (C)  Copyright Katzcy LLC. 



Time to Evolve from 
Cyber Experts to a

HIGH PERFORMING CYBER TEAM
“The challenge of every team is to build a feeling of oneness, of 

dependence on one another because the question is usually not 

how well each person performs, but how well they work 

together.”

— Vince Lombardi

GET IN THE GAME.



• HPC Teams practice: 

• Role delineation

• “Loving your passes”

• Prioritization “Triage”

• Understanding the Goal

• Seeing the Game board

• Knowing Teammate’s Strengths and Communication Styles

• Building human redundancies

• Staying healthy (Physical and Mental)

• Detailed plays

• Practice, Hot wash, Refine, Practice

• Play together

GET IN THE GAME.

High Performing Cyber Teams

2023 (C)  Copyright Katzcy LLC. 



GET IN THE GAME.

THE CYBER ATHLETE

2023 (C)  Copyright Katzcy LLC. 

It takes more 

than just 

technical skills. 



• Cognitive/Smarts

• Speed 

• Condition/Focus

• Positioning/Skill Range

• Strength

• Speed 

• Condition/Energy

• Positioning/Mobility

• Dexterity

• Speed 

• Condition/Endurance

• Game Map Awareness

Similarities: practices, infrastructures, resources and talent sources. 

We can take best practices honed over decades of research and experience and 

apply it to innovate in cybersecurity talent and workforce development. 

KEY PERFORMANCE ATTRIBUTES

GET IN THE GAME.

• Teamwork and collaboration

• Time management and organizational skills

• Critical Thinking and creative problem solving

• Perseverance and Adaptive Learning

SPORTS

Performance Attributes

ESPORTS

PERFORMANCE ATTRIBUTES

SHARE CORE SKILLS

CYBER ESPORTS

Performance Attributes

2023 (C)  Copyright Katzcy LLC. 



GET IN THE GAME.
2023 (C)  Copyright Katzcy LLC. 

• Coaching and Mentorship

• Competitive Drive

• Teamwork and Collaboration

• Time Management and Organizational Skills

• Critical Thinking and Creative Problem Solving

• Cryptography

• Digital Forensics

• Binary Exploitation

• Reverse Engineering

• Web Security

• Vulnerability Research

• Tool Developing

• Networking/Architecture

KNOWLEDGE

• Cognitive Endurance

• Game Board Awareness 

• Speed & Proficiency

• Multi-Skill Range

• Identify, Analyze and Solve

MOVING FROM SMART PLAYERS TO 
A HIGH-PERFORMING CYBER TEAM

CORE SKILLS

ATTRIBUTES
ESPORTS

ATHLETICS

CYBER 
GAMES



Football League of Legends Example Cyber Team

Quarterback Top Laner Hunters (finds vulns)

Wide Receiver Mid Laner Fighters (exploits)

Defensive Back Junglar Lead/Support / Triage

Safety AD Carry Orchestrators (auto/tools)

Kicker Support Meisters (Crypto, RE, etc)

WHAT WOULD CYBER ROLES BE

GET IN THE GAME.
2023 (C)  Copyright Katzcy LLC. 



PUTTING IT TO WORK

GET IN THE GAME.
2023 (C)  Copyright Katzcy LLC. 

Build Your 

Resume 

Add to Annual 

Review
Submit as 

Training

Team 

Outings

Submit for 

CPUs

Track Your 

Progress



TIPS IN GETTING STARTED

GET IN THE GAME.
2023 (C)  Copyright Katzcy LLC. 

• Expand your network - connect with 2-3 people to collaborate with  

• Create your environment - familiarize yourself with platforms like Discord, 

GitHub, VMs, etc.  

• Develop your strategy -  

⚬ Start with your strengths (topic)  

⚬ Experiment within sandboxes  

⚬ Focus on progress rather than winning at first  

⚬ Establish a schedule to avoid feeling overwhelmed  

• Monitor your activities and progress (align with the NICE framework and job 

skills)  

• Remember, not all games are the same; stay adaptable  

• Take the plunge - Get in the Game!  



GET IN THE GAME.

WHERE TO PLAY

2023 (C)  Copyright Katzcy LLC. 

Check out this site for a list of 
games in the next two weeks. 



2023 (C)  Copyright Katzcy LLC. 





Learn more: www.wicked6.com

T H E  W O R L D  N E E D S  M O R E  W O M E N  I N  C Y B E R

• Low cost to entry
• Team sport
• Flexible Schedules
• Skills-based success

• Hands-on learning 
as a group

• Watch to play
• No heels required

CYBER ESPORTS 
DRIVES DIVERSITY



#FISSEA

Are There Any Questions?

Q&A
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Daniel T. Hickey
Professor and Program Coordinator 

Indiana University

Beyond Compliance: Where Digital Badges Work Better



Beyond Compliance: 
Where Digital Badges Work Better

Daniel T. Hickey
Professor and Program Coordinator

Learning Sciences Program
Indiana University

Presentation at the Fall Forum of the Federal Information Security Educators (FISSEA), September 17, 2024
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DIGITAL BADGES CONTAIN INFO
Claims & evidence; links to more 

● Contain specific claims 
and detailed evidence 
supporting claims

● This is different from 
conventional credentials

● Can link to unlimited 
additional information



OPEN BADGES CIRCULATE
Info circulates in valued networks

● Credibility of claims and validity 
of evidence gets 
“crowdsourced”

● Earners can find opportunities 
and promote achievements

● Institutions can recognize 
broader accomplishments

● Employers can communicate 
needs and find skills

● The goal is creating “badge-
based learning ecosystems”



The Promise of 
Digital Badges and 
Badge Ecosystems



The Challenge for 
Digital Badges and 
Badge Ecosystems







• Pillars:
– Equip every 

American with 
foundational cyber 
skills.

– Transform cyber 
education.

– Expand and enhance 
America’s cyber 
workforce.

– Strengthen the 
federal cyber 
workforce.



How Badges Might Support Pillar One: Equip Every 
American with Foundational Cyber Skills

NCWCG Lines of Effort Potential Badge Roles

1.1.2 Foster ecosystem approaches to enhance 
foundational cyber skill learning opportunities.

The whole point is creating “badge-
based learning ecosystems”

1.1.3 Encourage the development of an open 
knowledge network for foundational cyber skills

Badges are ideal for recognizing learning 
in such networks

1.1.5 Include foundational cyber skills in existing 
educational frameworks, programs, and activities. 

Badges are ideal for introducing new 
content to existing programs

1.2.3 Leverage national outreach and awareness 
initiatives to encourage the development of 
foundational skills and the pursuit of careers.

Shared badges in social networks are 
ideal for helping others find learning 
opportunities



How Badges Might Support Pillar Two: 
Transform Cyber Education

NCWCG Lines of Effort Potential Badge Roles

2.1.1 Expand and support cyber education 
ecosystems. 

Again, badge are intended to support 
learning ecosystems

2.1.2 Increase engagement in cyber education 
ecosystems. 

Motivating engagement is a core 
function of digital  badges

2.1.3 Integrate cybersecurity across 
disciplines to prepare the cyber workforce to 
build systems that are secure by design. 

Badges are “boundary objects” that 
maintain meaning across disciplinary 
boundaries

2.2.4 Increase concurrent and transferrable 
credit opportunities. 

Badges are central to some new dual-
enrollment and credit transfer 
schemes



How Badges Might Support Pillar Two: 
Transform Cyber Education

NCWCG Lines of Effort Potential Badge Roles
2.2.5 Expand innovative models for 
academic credit (i.e., competency-based 
education)

Badges are prominent in CBE and 
learning and employment records

2.3.5 Encourage interdisciplinary 
approaches to teaching cyber. 

Motivating engagement is a core function 
of digital  badges

2.3.6 Incorporate cyber education and 
training into career pathway initiatives. 

Most badging systems (e..g., Canvas 
Badges) include pathways

2.3.7 Expand opportunities to earn credits 
for experiential learning in cyber. 

Badges are ideal for recognizing 
experiential learning



How Badges Might Support Pillar Three: 
Expand and Enhance America’s Cyber Workforce

NCWCG Lines of Effort Potential Badge Roles

3.1.3 Expand the availability of low- or no-cost 
workforce development tools for small 
enterprises. 

Badges are ideal for 
inexpensive open learning 
networks

3.2.3 Expand the use of skills-based hiring 
practices 
3.2.4 Expand the use of skills-based  workforce 
development practices. 

Badges epitomize skills-based 
hiring and development

3.2.5 Increase on-ramps to cyber careers 
through work-based learning opportunities. 

Badges are well-suited for 
work-based learning 



Lessons Learned from the Badges for Lifelong 
Learning Initiative in the Design Principles 

Documentation Project (2012-2016)



The Design Principles 
Documentation Project

• Studied 2012 DML 
content awardees

• 600 badge 
content proposals

• 29 content 
developers 
supported

• 3 platforms 
supported





Badges Work Better….
In Some Places than Others

Proposed, 16Different, 8

None, 5

Badge System Status

Proposed, 11

Different, 11

None, 7

Larger Ecosystem Status



Badges Work Better….
Where Content and Tech Already Exist

Build Less Build More 

6
8

2

3
1

1

2

2

1

1

2

Badges Only Badges + Tech Badges + Content Badges + Tech +
Content

Badge System Status by Starting Point

Implemented Partial Suspended Pursuing None



Badges Work Better….
As Informal Credentials

– 1 out of 5 (PASA) 
succeeded in awarding 
formal credit

– 3D Game Labs 
implemented most other 
practices

– Level Up, Youth Digital 
Filmmaker, SA&FS 
suspended efforts

• The most obvious value practices 
(formal credit) were hardest to enact



• Six projects failed to gain external endorsement for various 
reasons

– Who Built America?  reported that the National Council for the Social 
Studies “did not really understand the concept of badges”.

– National Manufacturing Badge System reported that the 
manufacturers “understood badges but did not trust their validity.”

Badges Work Better….
When Internally Valued



Badges Work Better….
When They Offer Unique Information

• Redundant badge 
systems struggled 
–The badges at 4-H 

duplicated existing 
credentials & network

–Eventually built a 
completely different 
system



Badges Work Better….
Where Learning is Social and Networked

• S2R Medals and MOUSE Wins! 
Excelled by finding other ways to add 
value

– The learning was social and networked

– Included some “participation” badges

– Assessment was social and distributed

– layered badges into existing content & 
tech



Badges Work Better….
Where Learning is Social and Networked

• More competency-based systems failed

– Level Up and SA&FS could not shift from credit 
hours to competencies

– Pathways to Global Competence never got off 
the ground

– Manufacturing Institute employers would not 
endorse competency badges

– YALSA scaled back multiple badges for specific 
competencies to a single completion badge





https://bit.ly/RMAbadges



https://bit.ly/RMAbadges “Where Badges Work Better”



https://bit.ly/RMAbadges “The Power of Endorsement”



https://bit.ly/RMAbadges “Motivating Learning with Badges”

• Seven Arguments about Motivating Learning 
with Digital Badges:
– Digital badges are inherently meaningful. 
– Open digital badges are particularly meaningful.
– Open badges are particularly consequential 

credentials.
– The negative consequences of extrinsic rewards 

are overstated.
– Focus primarily on social activity and secondarily 

on individual activity.
– Situative models of engagement are ideal for 

studying digital credentials.
– Study motivation and digital credentials at three 

“levels.”



https://bit.ly/RMAbadges “New Perspective on Validity”



• From Measuring Achievement to 
Capturing Learning:
– Capturing richer evidence of learning 

contexts.
– Capturing broader evidence of individual 

learning.
– Capturing evidence of social learning.
– Capturing evidence from learning pathways.

• From Credentialing Graduates to 
Recognizing Learning.

• From Accrediting Schools to Endorsing 
Learning.

https://bit.ly/RMAbadges “The Transformative Functions of Badges”



2017

2022

2022



Major Recent Developments from 
Current Badge Community Leaders
• Digital Credentials Consortium (DCC):

– Creating new open-source tools.

• Cross-compliant metadata standards:
– Open Badges Infrastructure (OBI) 3.0.
– WC3’s Verifiable Credentials.
– 1EdTech’s Comprehensive Learner Record (CLR).
– Credentials are now cryptographically signed.

• Learning and employment records (LER):
–  LER Ecosystem Map.
– Learn & Work Ecosystem Library.

Kerrie Lemoie
Director of Digital Credentials 

Consortium 

Nate Otto
Consultant, Badgr Creator

Noah Geisel
UC Boulder

Manager of Micro-
Credentials Program



Major Recent Trends from Current 
Badge Community Leaders

• Well over 100M open badges issued:
– New badge on LinkedIn every 60 seconds. 

• Skills-Based Hiring.
– SkillsFWD Grants.

• “Alignment” means more interoperability 
and transfer of  competencies.

• “Evidence” adds trust by demonstrating how 
criteria were met.

• New crop of vendors and open source 
software

Kerrie Lemoie
Director of Digital Credentials 

Consortium 

Nate Otto
Consultant, Badgr Creator

Noah Geisel
UC Boulder

Manager of Micro-
Credentials Program





Florida Gulf Coast University, January 28-29, 2025 





Open Badges and Cybersecurity Research

• Pike, R. E., Brown, B., West, T., & Zentner, A. (2020). Digital Badges 
and E-Portfolios in Cybersecurity Education. Information Systems 
Education Journal, 18(5), 16-24.

• Brown, E., & Hubbard, Z. (2023, June). Developing Micro-credentials 
to Infuse Cybersecurity into Technician Education. American Society 
for Engineering Education annual conference.

• Chakravorty, D. K., Lawrence, R., He, Z., Brashear, W., Liu, H., 
Palughi, A. J., ... & Palsole, S. V. (2023). Access to Computing 
Education Using Micro-Credentials for Cyberinfrastructure. Journal 
of Computational Science, 14(2).



New Cybersecurity Learning Transfer Research

• Hickey, D. T., and Kantor, R. (2023). Contrasting cognitive theories 
of learning transfer to advance cybersecurity instruction, 
assessment, and testing. The Journal of Cybersecurity Education 
Research and Practice. 

• Hickey, D. T., & Kantor, R. J (in revision). Transforming cybersecurity 
and computing education with personal authenticity and situative 
transfer.  

• Hickey, D. T., & Kantor, R. J (in revision).  Evolving and emerging 
theories of transfer and culturally sustaining cybersecurity 
education and training. 



Thank You Very Much!!!

•https://bit.ly/RMAbadges

•dthickey@iu.edu
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Are There Any Questions?

Q&A



#FISSEA

Carol Sterino
Director, Technology Risk Management

Depository Trust & Clearing Corporation (DTCC)

Making Sense of Cyber Risk Metrics – Communicating to the 
Board and Committees



DTCC Public (White)

PRESENTER:

DATE:

DEPARTMENT:

Making Sense of Cyber Risk Metrics, 
Communicating to the Board and 
Committees

NIST - FISSEA FALL FORUM

Carol Sterino

September 17, 2024

Cyber Security & Technology Risk Management  



DTCC Public (White)

I.  Tips for Communicating

II.  Comprehensive Risk Analysis Summarized

III. Steps to Summarization

Agenda



DTCC Public (White)

▸ Keep It Simple

▸ Consolidate Information 

▸ Highlight Key Topics

▸ Be Prepared to Speak to the Details

▸ One Size Does Not Fit All

I. Tips for Communicating 

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

II. Comprehensive Risk Analysis Summarized

▸ Programs maturity led to exponential growth in data and metrics  

▸ Required an approach to summarize large amounts of information

▸ Leveraged a framework (ie NIST CSF!) 

▸ Enhanced reporting quality while reducing the complexity and volume of data 

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind

Largest Report Supported Monthly

100+ metrics; 120+ report pages
Committee(s) Report(s) Supported Monthly

6-7 Categories; 2-8 report pages



DTCC Public (White)

III. Steps to Summarization 

1. Data Identification and Mapping

2. Data Normalization 

3. Scoring Process

4. Threshold Determination

5. Risk Evaluation

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

1. Data Identification and Mapping

1. Metric analysis  

performed & 

aligned with 

(NIST) Framework

2. Mapped metrics 

to internal  metric 

reporting hierarchy

3. Socialized list 

with key 

stakeholders

4. Obtained 

buy in

5. Final 

hierarchical 

reporting list 

published

Metrics   

  > 1  Mapped to a Subcategory 

Subcategories 

 > 1  Mapped to a Category

Categories 

Top level

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

2. Data Normalization 

Data Normalization is used to compare and consolidate unlike metrics  

1. Only the common output status of Red, Amber and Green is retained from detailed metric reporting

2. RAG  statuses are assigned a Normalized Data Value, in this case: 0, 100 and 200 

3. After Data Normalization,  Metric 1  has a Normalized Data value of 200 as its RAG status is Green

Normalized Data Value =  (Metric’s RAG Status  + RAG Normalization Value)   

Metric Metric Thresholds

Metric Data 

&

RAG Status

Metric 1
Green: ≥90% to ≤100%

Amber: ≥80% to <90%

Red: <80%

95%

Metric 2
Green: ≥0 to <10

Amber: ≥10 to <15

Red: ≥15

13

Metric 3
Green: ≥0 to <5

Amber: ≥5 to <10

Red: ≥10

11

Metric 4
Green: ≥90% to ≤100%

Amber: ≥80% to <90%

Red: <80%

75%

RAG Status / 

Normalized Data Value

Red 0

Amber 100

Green 200

Metric
Metric RAG 

Status

Normalized 

Data Value 

only

Metric 1 200

Metric 2 100

Metric 3 0

Metric 4 0

BEFORE NORMALIZATION AFTER NORMALIZATION

1

2

3

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

3. Scoring Process

Blended Score is calculated for each Subcategory and Category 

1. Metric Point Value =  in this case, based on metric type  

2. Metric Weightage  = ( Metric Point Value / Total Metric Value Points)

3. Metric Normalized Value = RAG status’ Normalized Data Value 

4. Metric Weighted Normalized Value =  (Metric Normalized Value * Metric Weighted Value)

5. Subcategory Blended Score =  (Sum all Metrics Weighted Normalized Value) 

Category Blended Score  - based on the number of Subcategories included and the weight of each Subcategory 

which is determined by the highest metric point value within the Subcategory.

2

4

5

3

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

4. Threshold Determination 

One standardized threshold established for all Categories and Subcategories

▸ Evaluated use customized thresholds

▸ Analyzed average, median and mode

▸ Analyzed historical metric data

Single Threshold for all Categories and Subcategories 

Red

0 – 75

Amber

75 –  150

Green

151 – 200

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind



DTCC Public (White)

5. Risk Evaluation

1., 2. RAG status is determined by applying the Blended Score to the threshold range.

   3. The RAG trend is based on the prior month’s RAG status. 

▸ Methodology is not 100% quantitative; qualitative SME evaluation and adjustment as 

required 

Threshold

Red

0 – 75

Amber

75 – 150

Green

151 – 200

Subcategory
Metric 

Type

Normalized 

Values
Weightage

Weighted 

Normalized Value

Sub 1 CM 200 .50 200 ✕ .50 = 100

Sub 2 KRI 100 .25 100 ✕ .25 = 25

Sub 3 KPI 200 .1250 200 ✕ .1250 = 25

Sub 4 KPI 200 .1250 200 ✕ .1250 =  25

Category Blended Score 175

Apply Category Blended Score to Category Threshold for 

RAG Status to plot on Category Detail Page
175

1

2

3

E
X

A
M

P
L

E
: 

C
A

T
E

G
O

R
Y

*Disclaimer – sample data; for presentation purposes only, not for re-use or republication of any kind
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Thank You
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Are There Any Questions?

Q&A
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CMMI: A Practical End User Implementation of Process 
Improvement in Security Awareness Training

Dr. Natalie Foster Johnson
Founder and Researcher

CyberMINDS Research Institute

Dr. Alexis Perdereaux-Weekes
Co-Founder and Sr. Managing Partner

CyberMINDS Research Institute



Leveraging CMMI for Enhanced Security 

Awareness Training: A Practical Approach to 

Process Improvement

Dr. Natalie Foster Johnson and Dr. Alexis Perdereaux-Weekes

September 17, 2024   

Enhancing Cybersecurity Resilience through Structured Training Programs



Dr. Alexis Perdereaux- WeekesDr. Natalie Foster Johnson

The thought leaders in information 
security, cyber, and privacy protection.

CyberMINDS Research Institute

www.cybermindsinstitute.org



Introduction

Overview of CMMI:
• What is CMMI? (Capability Maturity Model Integration CMMI)
• Importance in process improvement

Relevance to Security Awareness Training:
• Helps organization transition from an ad-hoc, reactive methods to standardized, 
      measurable and proactive processes.

• Structured approach is particularly valuable in standardizing security 
practices, including security awareness training.

CMMI in Cybersecurity



Capability Maturity Model 

Integration (CMMI):

https://insights.sei.cmu.edu/library/cmmi-for-development-version-13/



CMMI Framework for Security Training

Standardized Approach:

CMMI's Role in Cybersecurity:

• Background and evolution of the Framework
• Adoption and effective approaches to implementation
• Integration with Organizational Processes

• Structured Process Improvement
• Risk Management Integration
• Organizational Prioritization of Security Responsibilities
• Measurement and Metrics Standardization
• Tracking and enhancing training effectiveness

• CMMI brings consistency to security awareness training



Making the case for Process Improvement in 
Security Awareness Training

Why Security Awareness Training Matters?

Challenges with Traditional Training:

• Cultivates a Security-Conscious Culture
• Enhances Process Maturity
• Alignment with Risk Management Outcomes
• Promotes Compliance and Best Practices Adoption at all levels of the organization

• Ad-hoc and reactive approaches
• One-Size Fits approach over utilized.
• Lack of standardization
• Inability to measure outcomes in an evolving threat landscape



Leveraging CMMI Processes 
for Security Training

Standardized Framework:
• CMMI provides consistency in training

Process Implementation:

• Establishing a systematic approach to security awareness

Transformation of Training Programs:

• From reactive to proactive and standardized methods



Real-World Example 1
Case Study 1: SANS Security Awareness

https://www.sans.org/security-awareness-training/resources/maturity-model/



Real-World Example 2

Case Study 2: Cyber-Competency Health and 

Maturity Progression  Framework (CHAMP):



Benefits of CMMI in Security Awareness 
Training

• Consistency & Standardization: Ensuring uniform understanding of security protocols.

• Long-term Impact: Building a resilient organization with continuous training improvements.

• Measurable Success:
• Demonstrating the impact of CMMI on incident response times and employee readiness. 
• Moving from reactive to proactive training
• Enhanced Process Consistency

Value Additions:



Strategic Rationale for CMMI 
Implementation

Supporting Organizational Goals:

• Aligning security awareness with business objectives
• Enable the organization to measure readiness to address threats

Enhancing Maturity of Training Programs:

• Steps toward a mature and resilient training environment
• Expansion of risk mitigation capability across the organization
• Individualize responsibilities to address threats beyond the IT function



Conclusion

Summary of Key Points:
• Recap of CMMI integration into security awareness training
• Importance of maturity in training programs
• The strategic impact of CMMI on long-term cybersecurity resilience

Call to Action:

• Encouraging organizations to adopt CMMI principles and strategies for better outcomes
• Establishing measurements of program effectiveness, understanding what “Works” and 

“Where Improvements are Needed”



Questions & Answers

THANK YOU!

Contact US: Inquiry@cybermindsinstitute.org 

mailto:Inquiry@cybermindsinstitute.org
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Measuring the effectiveness of a cybersecurity culture goes 

beyond mere compliance with regulations and standards. To truly 

refine and strengthen cybersecurity culture, organizations need to 

track specific metrics that provide deeper insights into the 

behaviors, attitudes, and effectiveness of security measures 

within the organization. Here are some key metrics to consider:

Introduction and Overview



• Phishing Simulation Results: Measure the success rate of phishing simulations to determine 

how well employees can recognize and avoid phishing attacks. 

• Source: Phishing awareness training responses and Cyber Training quiz responses 

• Training Completion Rates: Track the percentage of employees who complete cybersecurity 

training programs and how often they participate in refresher courses.

• Source: Periodic Cyber Training compliance statistics

• Knowledge Assessments: Evaluate employee understanding of cybersecurity principles 

through regular quizzes and assessments.

• Source: Cyber Training quiz responses

Employee Awareness and Engagement



• Incident Detection Time: Measure the average time taken to detect a cybersecurity incident 

from the moment it occurs. 

• Source: SOC or CIRT incident detection stats

• Incident Response Time: Track the time it takes for the incident response team to respond 

to and mitigate security incidents.

• Source: SOC or CIRT incident response stats

• Post-Incident Analysis: Evaluate the thoroughness and effectiveness of post-incident 

analysis and reporting, including lessons learned and applied improvements.

• Source: SOC or CIRT incident response stats 

• Cyber exercise and training AAR stats

Incident Response and Management



• Multi-Factor Authentication (MFA): Increases the complexity of identity management security

• Source: Compliance with EO 14058 stats

• Password Hygiene: Monitor the use of strong, unique passwords and the frequency of password changes 

among employees.

• Source: Policy compliance and audit stats

• Access Control Violations: Track unauthorized access attempts and instances of privilege misuse or 

escalation, including implementation of Zero Trust strategy

• Source: Privilege violations, audit, and invalid logon attempts

• Device Security Compliance: Measure adherence to security policies regarding device use, such as 

encryption and secure configurations.

• Source: Audit and policy compliance records

Failures to tightly enforce established security policy requirements were contributing factors in all major U.S. 

cyber incidents including last year’s MGM Resort disruption and the Caesars data exfiltration

Behavioral Metrics



• Vulnerability Remediation Time: Measure the time it takes to remediate identified 

vulnerabilities after they are discovered. (SLA/patch severity, LOE)

• Source: Include patch compliance duration to periodic patch management reporting 

• Patch Management Efficiency: Track the speed and effectiveness of deploying patches and 

updates across systems and applications.

• Source: Include patch deployment failure (especially SU server, suss.exe) 

• Threat Intelligence Utilization: Evaluate how effectively threat intelligence is integrated into 

security strategies and decision-making processes.  

• Source: Establish and codify all commercial (McAfee, Mandiant, etc.) and US Gov (DoD, IC, DHS, etc.)

• Source: Tie reported threats to deployed mitigation measures and incidents 

Threat and Vulnerability Management



• Policy Compliance Rates: Monitor adherence to cybersecurity policies and procedures across 

the organization. 

• This is especially important for cloud or other hosting environments and it should be recognized that 

hosted systems inherit those risks. This also applies to vendor provided systems and applications. 

Compliance issues would  be codified in contracts or Service Level Agreements. This often leads to 

complex negotiations and enforcement clauses involving contracting specialists who are not cyber 

savvy.   

• Audit Findings: Analyze the number and severity of findings from internal and external audits, 

and track improvements over time.

• Valid and available audit data supports multiple cyber monitoring, alerting, and analytical functions

• Third-Party Risk Management: Evaluate the effectiveness of managing risks associated with 

third-party vendors and partners. 

• Risk posed by sub-contractors or third-party suppliers must also be codified in contractual agreements establishing 

responsibility and accountability. Especially important given the implications of the Rev5 Supply Chain Controls. 

Policy and Governance



• Security-Related Feedback: Collect and analyze feedback from employees on cybersecurity 

policies, practices, and the overall security culture.

• Sources: Employee questionnaires, exercise AARs, compliance assessment interviews, incident reports 

• Cross-Department Collaboration: Measure the level of collaboration between IT, security, 

and other departments in implementing security initiatives. 

• Are relationships adversarial or supportive? Is communication frequent or only as required?

• Leadership Involvement: Evaluate the extent of leadership involvement in promoting and 

supporting cybersecurity initiatives and culture. 

• Are Executive Leaders and supporting managers advocates for cyber mission, policy, and funding

• Do strategic organizational decisions balance cybersecurity concerns and risks? 

Cultural Indicators



• Security Incident Frequency: Track the number of security incidents over time to 

assess trends and patterns.

• Source: SOC or CIRT incident stats

• False Positives and Negatives: Measure the accuracy of security tools in identifying 

real threats versus false positives or negatives.

• Source: External facing Firewall/IPS logs 

• Cost of Security Incidents: Calculate the financial impact of security incidents, including 

remediation costs, downtime, and potential reputational damage. 

• Holistic costs not limited to IT, also include operational (outage, loss of services), 

training, and insurance

Performance Metrics



• Adoption of New Technologies: Track the implementation and impact of new cybersecurity 

technologies and tools within the organization. 

• Engrain cybersecurity in IT acquisition processes to ensure new tech (e.g. cloud and AI) are sound 

investments and include cyber capabilities that are expandable throughout the system’s lifecycle 

• Continuous Improvement Initiatives: Measure the effectiveness of continuous improvement 

programs in enhancing cybersecurity practices and culture. 

• Include personnel management and training for current employees and recruiting efforts

• Innovation in Security Practices: Evaluate the organization’s ability to innovate and adapt 

security practices to emerging threats and challenges.

• Top to bottom holistic, and objective, assessments based on sound metrics 

Innovation and Improvement



1. Develop a Comprehensive Framework

o Balanced Scorecard: Use a balanced scorecard approach to track and analyze a range of 

metrics that align with organizational goals and objectives.

o KPIs and Benchmarks: Establish key performance indicators (KPIs) and benchmarks to 

measure progress and performance over time.

2. Utilize Advanced Analytics

o Data Analysis Tools: Leverage data analytics tools to gather insights from security data and 

identify trends, patterns, and areas for improvement. (cloud analytics)

o Dashboard Reporting: Implement dashboard reporting to provide real-time visibility into 

cybersecurity performance and metrics. (what matters? Enable awareness/decision 

making)

Other Considerations: Implementing a Holistic 

Measurement Approach



1. Foster a Culture of Continuous Improvement

o Feedback Mechanisms: Implement feedback mechanisms to gather input from employees and 

stakeholders on cybersecurity initiatives and culture.

o Iterative Learning: Encourage iterative learning and adaptation by regularly updating training programs 

and security practices based on feedback and metrics.

2. Engage Leadership and Stakeholders

o Leadership Commitment: Ensure leadership commitment to cybersecurity initiatives by involving them in 

setting goals, reviewing metrics, and driving cultural change.

o Stakeholder Involvement: Engage stakeholders across the organization to support and contribute to 

cybersecurity efforts and cultural refinement.

3. Conduct Regular Reviews and Assessments

o Quarterly Reviews: Conduct regular reviews and assessments of cybersecurity metrics to evaluate progress and identify 

areas for improvement.

o External Audits: Consider external audits to provide an objective evaluation of cybersecurity practices and culture.

Other Considerations (Continued)
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14 Micro-Challenges, 10 Workforce Roles

Developed as resources for cybersecurity 
awareness and career exploration supporting the 
Cyber Careers Pathway Tool on the National 
Initiative for Cybersecurity Careers and Studies 
(NICCS®) website. The micro-challenges are quick, 
15-minute, hands-on experiences that put users 
into cybersecurity workforce. 26,000+ user 
attempts since launch!

15 Micro-Challenges (planned development)

Development will begin in 2025 to include both 
technical and non-technical cyber workforce roles.

 

C Y B E R S E C U R I T Y  &  

I N F R A S T R U C T U R E  

S E C U R I T Y  A G E N C Y

Try Cyber

https://trycyber.us/ Contact us: Education@cisa.dhs.gov

https://trycyber.us/
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Get Involved

Subscribe to the FISSEA Mailing List 
FISSEAUpdates+subscribe@list.nist.gov 

Volunteer for the Planning Committee
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-
planning-committee

Serve on the Contest or Award Committees
Email fissea@nist.gov 

Submit a presentation proposal for a future FISSEA Forum 
https://www.surveymonkey.com/r/fisseacallforpresentations

mailto:FISSEAUpdates+subscribe@list.nist.gov
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
mailto:fissea@nist.gov
https://www.surveymonkey.com/r/fisseacallforpresentations


Federal Information Security Educators 
(FISSEA) Conference

May 13-14, 2025
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SAVE THE DATE



THANK YOU

https://www.surveymonkey.com/r/fisseafallforum2024

We look forward to receiving your feedback via the post-event survey!
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